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Abstract-The two way relay channel, in which twoterminals are connected through a relay. The basic idea of two way relay channel
schemes is to create a virtual direct link between two terminals can obtain channel estimates. Wireless fading channels need the direct
wireless link between two terminals for generating key attributes. The proposed model consists of the key generation in the two-way
relay channel that two terminals involved do not need to obtain correlated estimates. The relay first establishes a pair-wise key by
using channel link. Higher rated key is generated by using an effective key generation scheme, so that the active attackers do not know
any information and it helps in achieving a substantially larger key rate than that of a direct channel mimic approach. The two way
relay channel need any correlation between two terminals. There is no need of any correlations between nodes in proposed scheme.
Active attacker strategy that minimizes the key rate of the proposed scheme and have established the maximal attacker’s power under
which our scheme can still achieve a non-zero key rate.
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I INTRODUCTION

Network security refers to any activities intended to defend the network. Specifically, these activities provides the usability,
trustworthiness, truthfulness, and safety of the network and data. Actual network security targets a variety of threats and stops them
from entering or spreading on your network.In certain applications, two terminals might be far away fromeach other, and hence there
is no direct channel between them. The two-way relay channel, in which two terminals are connected through a relay. The key
generation from the two way relay channel problem was considered in which proposed several interesting schemes to circumvent the
issue that there is no direct channel to provide the necessary common randomness. The basic idea of these schemes is to create a
virtual direct link from which these two terminals can obtain channel estimates.

In the proposed model, a new scheme for the key generation in the two -way relay channel by adopting a scheme proposed
instead of trying to mimic a direct channel .In this, the two terminals involved do not need to obtain correlated estimates. Instead, the
relay first establishes a pair-wise key with sender using the physical channel linking it and sender. Similarly, the relay and receiver can
establish a pair-wise key using the channel linking them. Then the relay transmits the XOR of these two pair-wise keys to both sender
and receiver. sender and receiver can then decode both keys and pick the one with a smaller size as the final key. The advantages of
this approach are: 1) attacker does not obtain any information about the key generation, hence the scheme helps in obtains a much
higher key rate; 2) It is very easy to evaluate the key rate 3) It can be extended to multiple antenna case. The other main contribution
of this scheme is to consider the active attacker scenario.

The anonymous system challenges new granted users to learn the content of data files stored before their participation, because it
is impossible for new granted users to contact with anonymous data owners, and obtain the corresponding decryption keys. On the
other hand, an efficient membership revocation mechanis m without updating the secret keys of the remaining users is also desired to
minimize the complexity of key management. Several security schemes for data sharing on untrusted store the encrypted data files in
untrusted storage and distribute the corresponding decryption keys only to authorized users. Thus, unauthorized users as well as
storage servers cannot learn the content of the data files because they have no knowledge of the decryption keys.
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1. RELATED WORK

The basic idea of two way relay channel schemes is to create a virtual direct link between two terminals can obtain channel
estimates. These two channel gains can serve as the common randomness for the secret key generation. Sender sends the trained
sequence. But tampered sequence i received to destination nodes by modifying the active attackers for the usage of direct secret key
generation [1]. In cooperative communications, the received information at the intended destination node depends largely on the
information received by some intermediate, possibly untrusted, relay nodes [2]. Here the secret key generation has been studied for a
classical three-node cooperative wireless communication system with passive adversaries.

In particular, it is shown that such secret key agreement is possible for a scenario where all three parties receive the outp ut ofa
binary symmetric source over independent binary symmetric channels [3], even when the enemy’s channel is superior to the other two
channels. The results suggest how to build cryptographic systems that are provably secure against enemies with unlimited comp uting
power under realistic assumptions about the partial independence of the noise on the involved communication channels. Information-
theoretic or unconditional security is more desirable in cryptography than computational security for two reasons. First, for the former
no assumption about the enemy’s computing power is needed, and second, perfect secrecy is unarguable the strongest definition of
security and hence the justification of a weaker definition of security is avoided.

The multipath-rich wireless environment associated with typical wireless usage scenarios is characterized by a fading channel
response that is with time variation, sensitive to location, and distinctively shared by a given sender and receiver pair. The comp lexity
associated with a richly scattering environmentimplies that the short-term fading process is inherently hard to predict and best shown
stochastically, with rapid decorrelation properties in space, time and frequency. Here determine how the channel state between a
wireless sender and receiver can be used as the basis for building practical secret key generation protocols between two entities [5].So
begin by presenting a scheme based on level crossings of the diminishing process, which is well-suited for the Rayleigh and Rician
fading models associated with a richly scattering environment.

The level crossing algorithm is modest, and integrates a self-authenticating mechanism to prevent oppositional manipulation of
message exchanges during the protocol. Since this algorithm is best suited for diminishing processes that exhibit balance in their
underlying distribution, the second and more prevailingmethod that is suited for more general channel state distributionsis driven by
the observation from quantizing jointly Gaussian processes, but achievesexperimental measurements to set quantization boundaries
and aexperimental log probability ratio estimate to achieve an improved secret key generation rate is avoided.

1. MODEL

The simplest model consists of two way relay channel consists of sender, receiver, relay and attacker is represented here.There exists
no correlation between the sender and the receiver. The constructs representing sender transmitting signal xs to the receiver in the
presence of an attacker is,

Zr = haXs+y1+mr, @
za=hasx+m, @

Where hsr represents fading coefficient of the channel fromsender to relay, y1 is the attack signal to attacker, mr is the Gaussian noise.
has is the channel gain between sender and the attacker, ma, is the noise at attacker.

Similarly, Receiver sends the signal x. to the sender as follows,

Zr = hCr)Q:+y2+mr , @3)
za=hcaxctm, )

Where her represents fading coefficient of the channel from receiver to relay, y2 is the attack signal to attacker, mr is the Gaussian
noise. hca is the channel gain between receiver and the attacker, ma, is the noise at attacker.

V. PROPOSED WORK

The two terminals are involved that do not need to obtain correlated estimates between the two terminals. The relay first establishes a
pair-wise key for security strategies. It can establish the active attacker’s strategy for more secure approaches are generated.
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Figure 1: Overall Process Diagram for effective key rate

The optimal attacker’s strategy that minimizes the key rate of the proposed scheme. Furthermore, it enables the maximal
attacker’s power under which our scheme can still achieve a nonzero key rate. Instead of using static single antennas, the pair-wise
key establishes their channel link to multiple antennas. It validates the effectiveness of using multi-level quantization when there is
enough mutual information in the channel. If an eavesdropper has multiple antennas, attacker cannot gain much more information
about the legitimate channel and have the following advantages.

1) Attacker does not obtain any information about the channel gains used for the key generation and it obtains a much higher
key rate.
2) Itis very easy to evaluate the key rate.

ALGORITHM DESIGN

Step 1: Begin.

Step 2: Allauthorised users registered with theirunique secret id and number to the admin of the corresponding network.
Step 3: The Scenario, is considered with the activeuser.

Step 3.1: The authorised user request for the data tothe admin.

Step 3.2: The ad min verifies the authorised user withtheir unique secret id and number.

Step 4: Sending jamming signals to the attacker

Step 4.1: The active attacker is waiting to corrupt therequired data of the client requested.

Step 4.2: To preventing that, the admin first sendingthe jamming signals with the duplicate data to all the active attackers.
Step 4.3: Having the probabilistic calculation of timeof jamming signal, the ad min checks for client active state and send the
encrypted data.

Step 5: Setting path key

Step 5.1: For the more security of data ,the path key isset in the path through which the data is passed.

Step 6: Fromthe above all steps we can achieve theeffective key rate in the presence of active attackers.

Step 7: End

V. IMPLEMENTATION

The two-way relay channel, in which two terminals are connected through a relay, is a basic setup that models this scenario. The key
generation from the two way relay channel problem was considered in, which proposed several interesting schemes to circumve nt the
issue that there is no direct channel to provide the necessary common randomness. The basic idea of these schemes is to create a
virtual direct link from which these two terminals can obtain channel estimates and then apply the approach in.There is an increasing
need for sharing information across autonomous entities in such a way that no information apart from the answer to the query is

@IJAERD-2015, All rights Reserved 245



International Journal of Advance Engineering and Research Development (IJAERD)
Volume 2,Issue 2, February -2015, e-ISSN: 2348 - 4470 , print-ISSN:2348-6406

revealed. It formalizes the notion of minimal information sharing across private database and develops protocols for joint, equijoin,
joint size, and equijoin size. A new scheme for the key generation in the two-way relay channel by adopting a scheme proposed in our
recent work. Instead of trying to mimic a direct channel as done in, in the proposed scheme, the two terminals involved do not need to
obtain correlated estimates. Instead, the relay first establishes a pair-wise key with userl using the physical channel linking it and
user2. Similarly, the relay and userl can establish a pair-wise key using the channel linking them.
The key privacy properties that the protocol for privacy-preserving Classifier learning must guarantee are, informally, as follows.
First, the records from which the classifier is constructed should remain confidential from the party who obtains the classifier (except
for the information which is inevitably revealed by the classifier tree itself). Second, the data owner should not learn anything about
the classifier which has been constructed. The algorithm for constructing the classifier is standard , if the classifier is being constructed
only on a subset of database records. The user's protocol output is a classification tree constructed from the Server’s data. The server
learns nothing from the protocol; in particular, it does not learn the parameters of the classification algorithm, not even which
attributes have been used when constructing the classifier.
Implementation is done with the main process such as, preventing active attackers.
Adding more security features

1) Key generation for encrypting and decrypting data.

2) Providing unique ld-Barcode.

3) Providing secure path code.
Sender:
Stepl:Authorized users are registered with their user id and secret number.
Step2: Piggyback is done to confuse the active attackers. Providing the jamming signals to the attackers.
Step3: Making attackers busy, original data is uploaded for the authorized receiver.
Step4: Adding more security features,

1) Dynamic validation of barcode.

2) Providing secure path code.
Attacker:
Stepl: Once the data is uploaded by the authorized user in the sender part, the attacker brings to listen mode.
Step2: Piggyback is done to confuse the attacker.
Fake data is uploaded with the same process which is done for transferring the original data to the authorized user in the receiver part.
Receier:
Stepl: When the data arrives at the receiver side it is stored in the target location.
Step2: The data is decrypted with the appropriate key and unique id.

V1. MATHEMATICAL MODEL

Considerthe column to be the polynomial in GF (28) domain, and multiplies the fixed polynomial a (s) given below.
B(s) = {01}s3+{02}s2+{02}s+{03}

This formula in matrix multiplication as follows,

Consider A'(s) =c (s) -d(s),

Ale 01 0103 01 Al
Al 02 02 01 03 ” Al
Alze 03 01 02 01| |A"
Az 01 03 02 01 A"y

The result of multiplication in one column is expressed as,
A’0, e=({01}- AO, e)® ({02} Al, e)PA2, ePA3, ¢)
A'le= (A0, e®{01} AL, e)D({01}-A2, e)DA3, ¢€)
A2,e= (A0, ePAL e® ({01} A2, e)P({02}- A3, e)
A'3,e= ({02} - A0, e)DAL, e®A2, ed{03} A3, ¢)

VIL SIMULATION AND RESULTS

Compare the key rate with optimal attack power and equal power strategy. Solve with the simple values by taking the user’s
transmission fromthe range of 1to 1000 and varying key values.
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KEY RATE

VIIL CONCLUSION

The proposed effective key generation scheme achieves a considerably larger key rate than that of a direct channel mimic method. In
distinct prevailing schemes, there is no need for the key generating terminals to obtain correlated observations. Also investigated the
effects of an active attacker on the proposed key generation protocol. By characterizing the optimal attacker’s strategy, it minimizes
the key rate of the proposed scheme and have established the maximal attacker’s power under which our scheme can still achieve a
non-zero key rate. The description of differentially private algorithms assume an ideal model of computation: real systems require
additional security assumptions that have to be verified. The difference between truly random noise and pseudo randomness and the
effects of finite precision can lead to a gap between the theoretical ideal and practice. Numerical optimization methods used in some
privacy methods can only produce approximate solutions; they may also have complex termination conditions unaccounted for in the
theoretical analysis. MCM C sampling is similar. If we can guarantee that the sampler’s distribution has total variation distance d from
the Binghamdistribution, then sampler can guarantee differential privacy. However, we do not yet have such analytical bounds on the
convergence rate; we must determine the Gibbs sampler’s convergence empirically.
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