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Abstract - Along with the great increase of internet and e-commerce, the use of credit card is an unavoidable one. Due to the 

increase of credit card usage, the frauds associated with this have also increased. Fraudsters are continuously trying to find 

new ways and tricks to misuse the card and transparency of online payment. To detect such frauds, comparing the usage 

pattern and current transaction of a user over the past transactions, then classify it as either fraud or a legitimate transaction. 

Thus, to overcome these fraud activities we need a powerful fraud detection technique. To detect outliers, different machine 

learning algorithms such as logistic regression, Random forest, Naive Bayes, Support Vector Machine, KNN, Neural 

Network Algorithm are used. However, credit card dataset is imbalanced and the classification model can’t apply directly on 

the imbalanced dataset because prediction may incline toward the majority cases so the resulted prediction can be wrong. So, 

dataset need to be converted into balanced dataset which is done by sampling methods. In this study, classification 

algorithms were applied on balanced and imbalanced dataset after that calculate the accuracy for each algorithm to 

measure the performance of algorithms and then compare the result of different machine learning algorithms to determine 

which algorithm give best result for identifying fraud transactions. 

 

Keywords- Credit card; fraud detection; imbalanced dataset; resampling methods; logistic regression; random forest; naïve 

bayes; support vector machine; KNN; neural network 

 

I. INTRODUCTION 

 

Credit card becomes the most popular method of payment for both online and offline so the cases of fraud associated with 

this have also increased. Illegal use of credit card or credit card information to make purchase without the knowledge of the 

cardholder is referred to as credit card fraud. The purpose may be to purchase goods without paying, or to transfer 

unauthorized funds from an account. There are several types of frauds: application fraud, electronic imprints, card not present, 

counterfeit fraud, lost and stolen fraud, card id theft, account takeover and many more. Considering only the credit card 

frauds, they can be of two kinds:  

a) Offline Credit Card Fraud 

b) Online Credit Card Fraud  

Offline credit card frauds are those where an individual’s credit card is lost or stolen. If any attacker or hacker, hacks the 

details and use it to commit illegal actions is referred as online frauds. Thus, to overcome these fraud activities we need a 

powerful fraud detection system. Figure 1.1 shows the overall system framework. A fraud Detection system is run on the 

bank of credit card issued. Each incoming transaction is sent to the FDS for verification. Fraud detection system receives the 

original card holder details and it verifies that the transaction is actual transaction or not. The type of items or products they 

purchased in that transaction are not known to the fraud detection system. This always tries to find any abnormality in the 

transaction depending on the profile of the card holder who doing shopping, shipping address and billing address etc. If the 

fraud detection system verifies that the transaction to be not valid or it to be malicious, it raises an alarm and the credit card 

transaction was declined by the issued bank. Then the investigators investigate to the card holder and provide feedback to the 

fraud detection system. The aim of FDS is to distinguish the fraudulent transaction and nonfraudulent transaction. By historic 

data, user’s pattern and spending behavior used to check and verify that the transaction is fraudulent or not [7]. 
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Figure 1.1: credit card fraud detection process 

 

II. FRAUD DETECTION TECHNIQUES 

 

Machin learning models are used in detecting credit card fraud. In our work, we have applied seven ML classifiers in the 

dataset which are: Logistic Regression, Decision Tree, KNN, Support Vector, Naïve Bayes, Random Forest and Neural 

Network. 

1. Logistic Regression: Logistic Regression is a supervised classification method. This method returns the probability 

of binary response variable that is predicated from the independent variable of dataset that is logistic regression predict the 

probability of an outcome which has two values either zero or one, yes or no and false or true. Logistic regression has 

similarities to linear regression but as in linear regression a straight line is obtained, LR produces logistic curves which plots 

the values between zero and one [19]. 

 

2. Decision Tree: This is used as both classification and regression problem. It is a tree where the root and each of its 

internal nodes are labeled with a question about an independent variable. The interconnections from each internal node 

represent outcome to the given question and the leaf node represents a prediction of a solution to the problem. Rather than 

solving a huge complex problem, decision tree solves multiple easy sub problems and then combines the solution [16]. 

 

3. Support Vector Machine: SVM are a set of supervised learning method and the aim of the SVM is to design a 

hyperplane that classifies all the data vectors into different classes. There could be many hyperplanes but we have to find an 

optimal hyperplane that leaves the maximum margin from among the classes of data. The points closest to the hyperplane in 

the different classes are known as support vectors and these support vectors are used to predict the classes of new incoming 

data points. A new incoming data point is classified as to which class it belongs on the basis of which side of hyperplane it 

falls on the vector space. To train our machine we feed supervised data i.e data with results already known [16]. 

 

4. Random Forest: Random forests work as a large collection of decision trees. It is an ensemble learning model for 

classification and prediction. In this technique, the given large training dataset is divided into many random subsets. Since 

every data subset is randomly made, each subset is known as random tree and all random trees are collectively forming a 

random forest. For each subset, a decision tree is being constructed at training time. Then, a tuple is given as input for every 

decision tree and each decision tree in turn outputs the class. The class for the particular tuple/instance is predicted based on 

the most returned label by the decision trees. Hence polling is conducted among the decision trees to predict the class label 

for the given instance. The mostly voted label or the most output of decision trees will become the label for that particular  

instance. This is an ensemble process just to improve the accuracy of classifier model. Random forest has advantage over 

decision tree as it corrects the habit of overfitting to their training set [2]. 

 

5. K-NEAREST NEIGHBOUR: KNN Algorithm has been used in several anomaly detection techniques. It is one of 

the most used supervised algorithms for both classification and regression predictive problems. The performance of KNN 

algorithm is depends on three main factors [5]: 

 The distance metrics. 

 The distance rules. 
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 The value of K. 

The distance metrics used to locate the nearest neighbours of any incoming data point. The distance rule used to classify the 

new data point into a class by comparing its features with that of data points in its neighbourhood. And the value of K decides 

the number of neighbours used to classify the new sample. There are various phases of KNN algorithm such as training phase, 

testing phase, classification phase. In training phase, the algorithm only stores the feature vectors and corresponding class 

labels. In testing phase, decisions are made by the algorithm on the basis of training data set. In classification phase, a single 

number is given to k, which decides how many neighbors influence the classification. The value of k can be large or small. If 

k=1, then it is called nearest neighbor algorithm. If value of k is large, it reduces the effect of noise on classification.  

 

6. NAÏVE BAYES: Naive Bayes is based on Bayesian theory, which choose the decision based on highest probability. 

Bayesian probability estimates unknown probabilities from known values. It is also allows prior knowledge and logic to be 

applied to uncertain statements. The principle it follows is that every feature is independent of the remaining features. The 

Naïve Bayes is a supervised learning method which uses a training data set with known target classes to predict the classes of 

future instances [9]. 

 

7. NEURAL NETWORK: NN is inspired by the way the biological nervous system such as brain process information. 

it uses the processing of the brain as a basis to develop algorithms that can be used to model complex patterns and prediction 

problems. NN acquires a large collection of units that are interconnected in some pattern to allow communication between 

the units. These units, also referred to as nodes or neurons, are simple processors which operate in parallel. Every neuron is 

connected with other neuron through a connection link. Each connection link is associated with a weight that has information 

about the input signal. This is the most useful information for neurons to solve a particular problem because the weight 

usually excites or inhibits the signal that is being communicated. Each neuron has an internal state, which is called an 

activation signal. Output signals, which are produced after combining the input signals and activation rule, may be sent to 

other units [1]. 

 

III. DATASET DESCRIPTION 

 

The Dataset is obtained from Kaggle datasets which contains credit card transactions done by European credit cardholders in 

September 2013. This dataset presents transactions that occurred in two days, out of 284,807 transactions 492 were frauds 

and remaining 284,315 were labeled as nonfraudulent. The data is highly imbalanced, the fraud transactions account only for 

0.172% of total transactions. Some data pre-processing has already been done on the data. The original data are not exposed 

due to the high confidentiality. The data set contains a total of 30 numerical input variables out of which 28 variables are the 

result of PCA. Features from V1, V2, V3……,V28 have obtained by PCA. Features such as Time and Amount have not been 

transformed using PCA. Time depicts the time between first transaction and every other transaction in the dataset. Amount is 

the transaction Amount. Class is the target class for binary classification and it takes value 1 for fraud and 0 for nonfraudulent 

[8]. 

 

IV. PROPOSED METHODOLOGY 

 

In this research work, credit card transaction dataset is used and this dataset contains a dependent variable that classifies that 

the new transaction is either fraudulent or not. In this different machine learning algorithm such as logistic regression, 

Random forest, Naive Bayes, Support Vector Machine, KNN and Neural Network Algorithm are used for detecting the fraud 

in credit card data set. The accuracy for each algorithm is calculated to measure the performance of algorithms and then 

compare the result of different machine learning algorithms to determine which algorithm give best result for identifying 

fraud transactions. python is use to design for the experimentation with machine learning algorithms.  

In this research work, there are 2 Experimental Setup is used to measure the performance of machine learning algorithms for 

the credit card fraud dataset. 

I. Compare different machine learning algorithms performance using credit card fraud data set for 30 attributes with 1 target 

attribute and 284,807 instances.  

II. Compare different machine learning algorithms performance using credit card fraud data set for 30 attributes with 1 target 

attribute and 284,807 instances with sampling methods. 
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Figure 1.2: Work Flow of System Architecture  

 

The proposed model is designed to predict that the transaction is fraudulent or not. In our architecture first machine read the 

data. The next step is data pre-processing where the dataset will be analysed and all the null values and duplicate values will 

be removed from the dataset. After that split the entire dataset into 70:30 ratio where 70% transaction are considered as a 

training set and the remaining 30% transaction are testing set. To detect outliers, different machine learning algorithms such 

as logistic regression, Random forest, Naive Bayes, Support Vector Machine, KNN, Neural Network Algorithm are used. 

Now the performance analysis will be done on the obtained confusion matrix. The calculated accuracy for each algorithm is 

used to measure the performance of algorithms and then compare the result of different machine learning algorithms to 

determine which algorithm give best result for identifying fraud transactions. 

 

 
 

Figure 1.3: Work Flow of System Architecture with Sampling Method 
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In second case as shown in figure 1.3 the only difference would be that we will apply sampling methods to the training data 

set. Our dataset is unbalanced dataset and the classification models can’t be applied directly on the unbalanced dataset so it 

need to be converted into balanced dataset which is done by sampling methods. In the previous case we applied classification 

model on the imbalanced dataset where non fraudulent cases are higher than the fraudulent cases so the prediction may 

incline toward the majority cases so the resulted prediction can be wrong. Further we will apply our machine learning 

algorithm on this balanced data to see which algorithm will perform better on the provided data. Our aim here is to reduce the 

error with minimum number of components as possible. We used sampling method with different algorithms and try to 

increase the accuracy. With different algorithm we get different results and accuracy. 

 

V. RESULTS 

 

After visualization we scaled the time and amount features then split the dataset into two part i.e. 30% for the testing data and 

remaining for training data. we will apply our first algorithm i.e. logistic regression and the algorithm gives the test accuracy 

of 99.92%. Decision Tree gives the test accuracy of 99.92. Naïve bayes algorithm gives 97.84% of test accuracy. Support 

vector machine gives the test accuracy of 99.94%. K-mean accuracy score is 79.46%. Random forest gives the test accuracy 

score of 99.95%. Neural network gives the test accuracy score of 99.94% in 05 epochs. Autoencoder gives the test accuracy 

score of 97.97% in 50 epochs.  

In the first experimental setup where we apply classification algorithm on imbalanced dataset and we got maximum accuracy 

in Random forest algorithm, with accuracy score of 99.95% and the neural network is the second-best algorithm with 99.94% 

accuracy. 

 

                       Table 1.1 Classification Outcome of Techniques 

 

Techniques Class Precision Recall F-1 Score Support 

     

Logistic 

Regression 

0 1.00 1.00 1.00 85296 

1 0.88 0.62 0.73 147 

Avg.  0.94 0.81 0.86 85443 

    

Decision 

Tree 

0 1.00 1.00 1.00 85296 

1 0.80 0.76 0.78 147 

Avg.  0.90 0.88 0.89 85443 

 

Random 

Forest 

0 1.00 1.00 1.00 85296 

1 0.95 0.76 0.85 147 

Avg.  0.97 0.88 0.92 85443 

 

Naïve Bayes 

0 1.00 0.98 0.99 85296 

1 0.06 0.84 0.12 147 

Avg.  0.53 0.91 0.55 85443 

 

Neural 

Network 

0 1.00 1.00 1.00 85296 

1 0.85 0.81 0.83 147 

Avg.  0.92 0.90 0.91 85443 

 

SVM 

0 1.00 1.00 1.00 85296 

1 0.95 0.69 0.80 147 

Avg.  0.98 0.84 0.90 85443 

 

K-Mean  

0 1.00 1.00 1.00 85296 

1 0.84 0.31 0.46 147 

Avg.  0.92 0.66 0.73 85443 

 

 

 

 

Table 1.2 Different classification 

algorithm with their accuracy scores. 

 

Classification 

algorithm 

Accuracy 

scores 

Logistic 

regression 

99.92% 

Decision Tree 99.92% 

K-mean  79.46% 

Neural Network 99.94% 

Random Forest 99.95% 

Support Vector 

Machine 

99.93% 

Naïve bayes 97.84% 
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Table 1.3 Classification Outcome of Classification Techniques using RUS Method 

 

Techniques Class Precision Recall F-1 Score Support 

 

Logistic 

Regression 

0 1.00 0.97 0.98 85296 

1 0.05 0.91 0.09 147 

Avg.  0.52 0.94 0.54 85443 

 

Decision 

Tree 

0 1.00 0.92 0.96 85296 

1 0.02 0.93 0.04 147 

Avg.  0.51 0.93 0.50 85443 

 

Random 

Forest 

0 1.00 0.98 0.99 85296 

1 0.07 0.90 0.13 147 

Avg.  0.54 0.94 0.56 85443 

 

Naïve Bayes 

0 1.00 0.98 0.99 85296 

1 0.06 0.86 0.11 147 

Avg.  0.53 0.91 0.55 85443 

 

Neural 

Network 

0 1.00 1.00 1.00 85296 

1 0.46 0.84 0.60 147 

Avg.  0.73 0.92 0.80 85443 

 

SVM 

0 1.00 0.99 1.00 85296 

1 0.14 0.86 0.24 147 

Avg.  0.57 0.93 0.62 85443 

 

K-Mean  

0 1.00 1.00 1.00 85296 

1 0.84 0.31 0.46 147 

Avg.  0.92 0.66 0.73 85443 

 

 

Table 1.5 Classification Outcome of Classification Techniques using ROS 

Method 

Techniques Class Precision Recall F-1 Score Support 

 

Logistic 

Regression 

0 1.00 0.98 0.99 85296 

1 0.07 0.93 0.12 147 

Avg.  0.53 0.95 0.56 85443 

 

Decision 

Tree 

0 1.00 1.00 1.00 85296 

1 0.81 0.76 0.79 147 

Avg.  0.91 0.88 0.89 85443 

 

Random 

Forest 

0 1.00 1.00 1.00 85296 

1 0.94 0.78 0.86 147 

Avg.  0.97 0.89 0.93 85443 

 

Naïve 

Bayes 

0 1.00 0.97 0.99 85296 

1 0.06 0.86 0.10 147 

Avg.  0.53 0.92 0.55 85443 

 

Neural 

Network 

0 1.00 1.00 1.00 85296 

1 0.60 0.83 0.69 147 

Avg.  0.80 0.91 0.85 85443 

 

SVM 

0 1.00 0.99 1.00 85296 

1 0.14 0.88 0.23 147 

Avg.  0.57 0.93 0.61 85443 

 

K-Mean  

0 1.00 1.00 1.00 85296 

1 0.84 0.31 0.46 147 

Avg.  0.92 0.66 0.73 85443 

 

Table 1.4 Classification Results 

using RUS with their Accuracy 

Scores. 

 

Classification 

algorithm 

Accuracy 

scores 

Logistic 

regression 

96.80% 

Decision Tree 99.05% 

Random Forest 98.00% 

Neural 

Network 
99.80% 

Naïve bayes 97.53% 

SVM 99.03% 

K-Mean 96.87% 
 

Table 1.6 Classification Results using 

ROS Method with their Accuracy Scores. 

Classification 

algorithm 

Accuracy scores 

Logistic regression 97.74% 

Decision Tree 99.92% 

Random Forest 99.95% 

Neural Network 99.87% 

Naïve bayes 97.44% 

SVM 99.01% 

K-Mean 97.87% 
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Table 1.7 Classification Outcome of Classification Techniques using 

SMOTE Method 

Techniques Class Precision Recall F-1 Score Support 

 

Logistic 

Regression 

0 1.00 0.98 0.99 85296 

1 0.06 0.92 0.11 147 

Avg.  0.53 0.95 0.55 85443 

 

Decision 

Tree 

0 1.00 1.00 1.00 85296 

1 0.55 0.72 0.62 147 

Avg.  0.77 0.86 0.81 85443 

 

Random 

Forest 

0 1.00 1.00 1.00 85296 

1 0.90 0.79 0.84 147 

Avg.  0.95 0.89 0.92 85443 

 

Naïve 

Bayes 

0 1.00 0.98 0.99 85296 

1 0.06 0.86 0.11 147 

Avg.  0.53 0.92 0.55 85443 

 

Neural 

Network 

0 1.00 1.00 1.00 85296 

1 0.40 0.84 0.54 147 

Avg.  0.70 0.92 0.77 85443 

 

SVM 

0 1.00 0.99 0.99 85296 

1 0.10 0.87 0.18 147 

Avg.  0.55 0.93 0.99 85443 

 

K-Mean  

0 1.00 1.00 1.00 85296 

1 0.84 0.31 0.46 147 

Avg.  0.92 0.66 0.73 85443 

 

In our second experimental setup where we apply classification algorithm on 

balanced dataset and we get different results. In RUS, Neural Network has highest accuracy rate which is 99.80%. In ROS, 

Random Forest give the accuracy of 99.95%. In SMOTE, Random Forest give the accuracy of 99.95%. 

 

VI. CONCLUSION 

 

Due to the rapid growth of electronic commerce technology, the use of credit cards has dramatically increased. As usage of 

credit card becomes the most popular mode of payment for both online as well as regular purchase, cases of fraud associated 

with it are also increased. Thus, to overcome these fraudulent transactions there is a need to find a powerful fraud detection 

technique. The major task of today is to build an accurate, precise and fast detecting credit card FDS that can detect not only 

frauds happening over the internet like site cloning and phishing but also signals an alarm when the tampered credit card is 

being used. There are some Machine learning technique like Logistic regression, Decision Tree, Support Vector, KNN, 

Neural Network, Random forest and neural network were used to detect the fraud in credit card system. In this study, I 

applied machine learning technique to predict whether a credit card transaction is fraudulent or not. For this, we use European 

dataset which contain 284,807 transaction out of which only 492 are fraudulent. The data is highly imbalanced, fraud 

transaction account only for 0.172% of total transactions. In this study, there are two experiment setups is used to measure 

the performance of machine learning algorithm or credit card fraud dataset. In first experiment, compare different machine 

learning performance using credit card fraud dataset for 30 attributes with 1 target attribute and 284,807 instances. When this 

unbalanced data is directly applied on the classification method then the model gives biased result toward the minority 

samples. As a result, it tends to misrepresent a fraudulent transaction as a genuine transaction. In this the comparison result 

revealed that, random forest gives the maximum test accuracy of 99.95% and the neural network is the second-best algorithm 

with 99.94% accuracy. In second experiment, compare different machine learning algorithm perform using credit card fraud 

dataset for 30 attributes with 1 target attribute and 284,807 instances with sampling methods. When we apply classification 

algorithm on balanced dataset then we get different results. In RUS, Neural Network has highest accuracy rate which is 

99.80%. In ROS, Random Forest give the accuracy of 99.95%. In SMOTE, Random Forest give the accuracy of 99.95%. 
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Table 1.8 Classification results using 

SMOTE method with their accuracy scores. 

Classification 

algorithm 

Accuracy scores 

Logistic regression 97.49% 

Decision Tree 99.77% 

Random Forest 99.95% 

Neural Network 99.78% 

Naïve bayes 97.54% 

SVM 98.66% 

K-Mean 98.87 
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