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ABSTRACT:- Aim of this research paper is to propose an enhanced feature to improve the service of ATM cash
withdrawal in less time with more level of security. This research is to combine the ATM & Mobile banking to reduce the
time of withdrawal money from ATM with increasing level of security by adding a new feature in the Mobile banking.
There is no change required to the existing system but some addition required, which makes no impact on existing
system. This research, which will increase the speed of cash withdrawal almost 3 times fast; could have positive impact
on the customer’s satisfaction, if proper functioning is ensured by the banks. The research can be used by banks to
improve the services of ATM and can enhance the overall satisfaction of their customers & save cost for new ATMs

General Term:-Innovation and new idea, Easy authorization process, Mobile control Way to monitor ATM networks

Keywords:- QR Code Reader ATM, Smart Phone, PIN, OTP, Android Studio.

1. INTRODUCTION

The present day ATMs are using pin based security. When we are about to carry out the transaction, the pin number is
fed as the input which is encrypted at the client side and the data is decrypted at the server side. When the comparison
gets satisfied, we can carry out the transaction. As the technology is getting improved, the crackers are easily retrieving
the data and hence the frauds are going on increasing. The data are made available on cloud [4], so that the transaction
time gets reduced. When the data is available in the cloud, data can be easily retrieved for fraudulent activity, which is
the biggest drawback. Hence the only way to secure the datum is to replace the computer generated numbers with the
biometric security. Second leading cause of death for people between the ages of 18 and 35.

EXISTTING SYSTEM

The existing ATM system authenticates transactions via the card and PIN-based system. Thereafter, it grants access to
bank customers to several services such as cash withdrawal and deposits, account to account transfers, balance enquiry,
top-up purchases and utility bills payment. The ATM system compares the PIN entered against the stored authorization
PIN for every ATM users. If there is a match, the system authenticates the user and grants access to all the services
available via the ATM. If there is a mismatch on the other hand, the user authentication process fails and the user isgiven
two more opportunities to enter a correct PIN. If an incorrect PIN is entered for the third time, the card gets blocked and
retained by the ATM.

An instance of cash withdrawal on the existing ATM system is depicted in the transition diagram in Figure. 1. Entry of a
correct PIN is adequate to authenticate a user to the bank system and thereafter grant access to the system for withdrawal
as depicted in Figure 1 .The existing system also retains ATM cards after entry on an incorrect PIN thrice thereby
eliminating further attempts to gain unauthorized access.

2. LITERATURE SURVEY
Research Background

The increase of automated teller machine (ATM) frauds has actuated the development of new authentication mechanisms
to overcome security problems of personal identification numbers (PIN). These authentication mechanisms are usually
assessed based on speed, security, and memorability in comparison with traditional PIN entry systems [8]. The biometric
authentication technique seems to be the most popular emerging alternative mechanism as against PIN-based ATM
authentication. This authentication technique however has its own flaws. Fingerprints, for example, are unique but they
are not secrets. We leave them everywhere with everything we touch, therefore, they can easily be forged with a film [9].
The fingerprints on a person can get damaged and also, it changes with age [10]. In addition to this, another serious flaw
with the fingerprints is that the theft of a person’s bio-metric leads to some serious issues as re enrollment is not possible
unlike the onetime password/code as well.
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As a rule, the ATM’s give users three tries to authenticate to the bank system. Inan event where the user fails to
authenticate to the bank system, the bank card will typically be blocked and also confiscated by the ATM. If the user
were to be a fraudster, confiscating the bank card would prevent the fraudster from further guessing the correct PIN and
subsequently withdrawing from the card owner account via the ATM. However, in a situation whereby the fraudster is in
possession of both the bankcard and correct PIN, there is no way of preventing such withdrawals via the ATM machine.
Thus, this paper proposes the second-level authentication mechanism as a means to improve the security of ATM usage

and operations.
A Related Work

Many recent studies have focused on using biometric techniques in enhancing the security of the ATM. However, a few
studies have also exploited the use of GSM Technology, while some have adopted a combination of both techniques.
Table 1 summarizes some of the related studies, the techniques they adopted, the contribution and limitations of

Table 1: Comparison of Different Papers and Their Features

Authors

Technique adopted

Contribution

Limitations

Oko S. and Oruh, J. (2012)
[11]

Finger print biometric
token.

e Developed an ATM based
fingerprint verification and
simulated it for ATM
operations by incorporating
the fingerprints of users
into the bank’s database.

1.

The system developed was
inefficient because there was no
finger print matching algorithm.
The system developed was not
built as an enhancement of the
existing system.

Ravikumar et al. (2013)
[12]

Finger print
recognition in digital
image processing using
both primary and
reference fingerprint to
authenticate users
instead of the

e A new business model
which would enhance
ATM security was
proposed.

Another reference fingerprint
belonging to a nominee or a
close family member was
adopted which also lead to a
security could breech, thus
compromising the security of
the account owner.

traditional pin number 2. The proposed system was not
built on the existing system.
Padmapriya V. and | A combination of o Proposed a system 1. Another reference fingerprint

Prakasam S. (2013)
[13]

fingerprint biometric
token and GSM
technology

architecture that
incorporates both the finger
print and GSM technology
into the existing PIN-based
authentication process.

belonging to a nominee or a
close family member was
adopted which also lead to a
security could breech, thus
compromising the security of
the account owner.

The proposed system was not
built on the existing system.

Padmapriya V. and
Prakasam S. (2013)
[13]

A combination of
fingerprint biometric
token and GSM
technology

o Proposed a system
architecture that
incorporates both the finger
print and GSM technology
into the existing PIN-based
authentication process.
Activates send a pre-stored
SMS to a predefined phone
number.

1. A nominee or third party’s
finger print was incorporated in
the architecture.
2. There is a discord between the
main user and the nominee user
in the proposed system
architecture

Jimoh R.G. and Babatunde
A. N. (2014).

[1]

Short Message Service
(SMS) verification.

o Developed an algorithm for
enhancing ATM
authentication system using
Short Message Service
(SMS) verification.

e 2.Conducted a usability
testing of the proposed
system

1. The developed algorithm only
considered a minimum
withdrawal amount.
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4. PROPOSE SYSTEM

The proposed system is an enhancement of the existing system, and, it is built upon the existing card and PIN-based
system. The proposed system is in two different modes; the first will improve the security of the ATM by applying
second level authentication on the existing ATM process for withdrawal, after entry of correct a PIN, while the second
will apply second level authentication in a scenario where a customer-specified withdrawal limit is attained.

Figure 2 depicts an instance of withdrawal on the ATM for the proposed system which is an enhancement of the existing
system. The entry of a correct PIN is inadequate to authenticate to the bank system. This is because an additional level
has been incorporated for the authentication process which requires the customer to enter a valid code which will be sent
to the customer’s pre-registered mobile device via SMS gateway. If a correct code is supplied the customer gets
authenticated and is granted access for withdrawal. However, if an incorrect code is supplied even after the entry of a
correct PIN, the authentication process fails and the customer is denied access for withdrawal.

The second mode depicted in Figure 3 is also an instance of withdrawal on the ATM. This mode gives the customer the
opportunity to choose the second level authentication process as an additional level of authentication for withdrawal in
order to guarantee the security of the account owner. With this mode, a customer-specified withdrawal limit must be
attained before the system prompts for entry of a valid code. If a valid code is supplied, the authentication process is
complete and the customer is granted access for withdrawal. On the other hand, if an invalid code is supplied, the
authentication process fails and the customer is denied access for withdrawal. It is imperative to note that if a customer-
specified withdrawal limit is not in place, the entry of a valid PIN will be sufficient to authenticate the customer to the
system and thereafter grant access for withdrawal. This implies that the second level authentication process would not be
applied in such instances.

In addition, the entry of an incorrect PIN still guarantees maximum security in the proposed system because the bank
card gets blocked and retained by the ATM in such instances..

5. SYSTEM DESCRIPTION

A. QR Code Generator Application
This QR Code Use for Scan to ATM Machine and Verify.

B. ATMPIN

This password is already required to do the transaction on ATM machine. Correct ATM password is still required
when “cash withdrawal” option is selected from Mobile banking to proceed with other options.

C. ATM PIN Attempt

It is same as on ATM machine, there is limit of wrong ATM PIN attempts. If wrong attempts exceed the limit, ATM
card will get blocked, which can be unlocked by contact bank.

D. OTP [8]

When we normally withdrawal the cash from ATM machine, ATM PIN is used to login. We have to take extra
carefrom others, while entering the PIN. Whereas using “cash withdrawal” feature of Mobile banking, OTP is
required to complete the transaction or to get the cash from ATM, which is a random number for every transaction.
So, do not worry while entering OTP in front of others. Vasco (An Authentication Company) recommended OTP for
user authentication to combat man-in the middle attacks.

E. OTP Attempt

It is same as ATM PIN, there is limit of wrong OTP attempts as well. If wrong attempts exceed the limit, ATM
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5.1 ARCHITECTURAL DESIGN

USER REGISTERATION

SERVER

LOCATIONTRACKING

MINUTES CONSUMED AND AVERAGE AMOUNT
EVENTSPROCESSED

PATTERN RECOGNITION AND OTP GENERATION -
SECRET QUE STION(SALTING PROCE SS) m

Fig 1: System Architecture

R L SR T

If any misbehavior take place it will block the enter transaction. One might think that it could be very plausible to have
deviation from one of these parameters on a regular basis for the original user of the ATM card. For that purpose, our
model declares a transaction as fraudulent only if 3 or more of the 4 factors mentioned above are deviated from the user’
srecord then it is Post Declaring Fraudulent /Legitimate Action. If the transaction is declared as legitimate, the use may
proceed with the withdrawal of cash from the ATM. But if the transaction turns out to be fraudulent one, which could
happen with a slim possibility for the original user, the use would be sent a text message with a One Time Password to
his/her mobile through the ATMs record searching ability and network connectivity. The user may then unblock the
transaction with that password. In case of a fraudulent user, the original user would be notified that someone is
performing an identity theft with their ATM card and would be prompted to take appropriate action after the realization
of such an event. In case of signal problem occurs then use the secret quiz process to unblock the process.

USER with
Registered

MOBILE and With Biometric Biometric OTP
Biometric data Scnsor pattern Generator
QR code matcher

‘'« scanner -

| Y ATM | I—

User Mobile

QR

CODE Bank Data

Generated in
mobile

Bank server

Fig2. System Architecture

6 ATM Algorithm
Title: To develop the problem under consideration and justify feasibility using concepts of knowledge canvas and IDEA
Matrix.

Refer [?] for IDEA Matrix and Knowledge canvas model. Case studies are given in this book. IDEA Matrix is

represented in the following form. Knowledge canvas represents about identification of opportunity for product.
Feasibility is represented w.r.t. business perspective.
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ATMusing |ATM log-into the |Login ATM
Human Transaction. |ATM system |using Biometric
Biometric. using human |and perform
fingerprint | operation.
and access
account.

IMPROVE: |DELIVER: EVALUATE |ASSOCIATE:

Authentication | Secure : Bank sector
of ATM access of ATM system
system. ATM

system

Project problem statement feasibility assessment using NP-Hard, NP-Complete or satisfy ability issues using modern
algebra and/or relevant mathematical models.
input x, output y, y=Ff(x)

Authenticated

mAin user

Enroll Fineernrint GSM send 4 digits one
Choose user (—»  finoer ) gerp p  fime pass word to
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Mini statement | >
Transaction processes
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Balanceenquir +
Transaction completed
remove card

Fig3.Funational Daigram

Client Login Request:
System Data storing, identifies user and transition management, update account, save the sates of account
User login: request and make transition parameter take the responsibility for financial loss via ATM rather than being
allowed to pass on the risk to the banks. In the future, we will implement the proposed system using the second-level
authentication model discussed in this paper.
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Fig4. The overall flow chart of software
6.2 The design of fingerprint recognition algorithm

The design of algorithm based on fingerprint recognition is so vital for the whole system. We would approach two steps
to process the images of fingerprint.

1) The detail of fingerprint recognition process.

The first step was the acquisition of fingerprint image by above device mentioned in the algorithm, and the results could
be sent to the following process. secondly, pre-processing the images acquired. After obtain the fingerprint image, it must
be pre-processing. Generally, pre-processing of one's is filtering, histogram computing, image enhancement and image
binarization. Lastly, the characteristic value was extracted, and the results of the above measures would be compared
with the information of owner's fingerprint in the database so as to verify whether the character is matched, and then the
system returned the results matched or not.

2) The design of fingerprint image enhancement

Fingerprint recognition module is an extremely important part of the system, the high-quality images was the major
factors of influencing the performance in the system. The algorithm of fingerprint recognition based on the algorithm of
Gabor and direction filter was used. fingerprint enhancement algorithm based on Gabor filter could be better to remove
noise, strengthen the definition between the ridge and valley, it could significantly improve the image enhancement
processing capacity, but this algorithm was slow in dealing with the high capacity requirements.

@IJAERD-2018, All rights Reserved 397



International Journal of Advance Engineering and Research Development (IJAERD)
Volume 5, Issue 05, May-2018, e-ISSN: 2348 - 4470, print-ISSN: 2348-6406

- N

Start

. iy
S

Imitnalize system
clock

o

Orpen intermapil
Task

N

Imitialize svstem
Task

o

Judge and enter
process of modale

e

Sart 1o attenmpt
multiple tasks

Fig5. The flow chart of fingerprint recognition
8 CONCLUSION

The adoption of the ATM as an electronic banking channel has positively impacted the banking industry worldwide
because it is very effective and convenient for bank customers [20]. The advent of ATM fraud has however been a
menace for many banks all over the world and many banks now aim to eradicate fraud costs to the bank. The proposed
system can provide a practical and workable solution that addresses the requirements of the regulatory authority of the
banks. The adopted technology of the proposed system is also cheaper to deploy than the biometric authentication
technique because it utilizes the components of the existing system. The model can also provide for high withdrawal
limits to cater for the demands of a cash-focused customer base. In general, it will positively impact the banking industry
and the society by reducing the rising levels of crimes that are associated with ATM transactions.

The proposed second level authentication mechanism for ATMs will increase customer satisfaction and also give
customers the peace of mind they need considering the high level of security applied to their accounts. Finally, it will
limit the financial risks of customers given that they most times
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