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Abstract- The huge amount of data outsourced every day by individuals or each enterprises. When user need to store
their data in such a way that it can be accessed uninterruptedly, then the cloud comes into picture to store the data with
better flexibility and cost saving. As the data might be confidential or sensitive. Considering the privacy searchable
encryption can be used. Although traditional searchable encryption schemes allow a user to securely search over
encrypted data through keywords and selectively retrieve files of interest, these techniques support only exact keyword
search. That is, there is no tolerance of minor typos and format inconsistencies which, on the other hand, are typical user
searching behavior and happen very frequently. This significant drawback makes existing techniques unsuitable in Cloud
Computing as it greatly affects system usability, rendering user searching experiences very frustrating and system
efficacy very low. Fuzzy keyword search greatly enhances system usability by returning the matching files when users’
searching inputs exactly match the predefined keywords or the closest possible matching files based on keyword
similarity semantics, when exact match fails. Calculate edit distance to quantify keywords similarity and develop an
advanced technique on constructing fuzzy keyword sets, which greatly reduces the storage and representation overheads.
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1. INTRODUCTION

As Cloud Computing becomes prevalent, more and more sensitive information are being centralized into the cloud,
such as emails, personal health records, government documents, etc. By storing their data into the cloud, the data
owners can be relieved from the burden of data storage and maintenance so as to enjoy the on-demand high quality data
storage service. However, the fact that data owners and cloud server are not in the same trusted domain may put the
outsourced data at risk, as the cloud server may no longer be fully trusted. It follows that sensitive data usually should
be encrypted prior to outsourcing for data privacy and combating unsolicited accesses. However, data encryption makes
effective data utilization a very challenging task given that there could be a large amount of outsourced data files.
Moreover, in Cloud Computing, data owners may share their outsourced data with a large number of users. The
individual users might want to only retrieve certain specific data files they are interested in during a given session. One
of the most popular ways is to selectively retrieve files through keyword-based search instead of retrieving all the
encrypted files back which is completely impractical in cloud computing scenarios. Such keyword-based search
technique allows users to selectively retrieve files of interest and has been widely applied in plaintext search scenarios,
such as Google search. Unfortunately, data encryption restricts user’s ability to perform keyword search and thus makes
the traditional plaintext search methods unsuitable for Cloud Computing. Besides this, data encryption also demands the
protection of keyword privacy since keywords usually contain important information related to the data files [1].

Fuzzy keyword search greatly enhances system usability by returning the matching files when users searching
inputs exactly match the predefined keywords or the closest possible matching files based on keyword similarity
semantics, when exact match fails. More specifically, we use edit distance to quantify keywords similarity and develop
a novel technique, i.e., a wildcard-based technique, for the construction of fuzzy keyword sets. This technique
eliminates the need for enumerating all the fuzzy keywords and the resulted size of the fuzzy keyword sets is
significantly reduced. Based on the constructed fuzzy keyword sets, we propose an efficient fuzzy keyword search
scheme. Through rigorous security analysis, we show that the proposed solution is secure and privacy-preserving, while
correctly realizing the goal of fuzzy keyword search [2].

Stemming Algorithm

A stemming algorithm [4] is a process of linguistic normalization, in which the variant forms of a word are reduced to a
common form. A stemmer for English, for example, should identify the string “cats” (and possibly “catlike”, “catty” etc.)
as based on the root “cat”, and “stems”, “stemmer”, “stemming”, “stemmer” as based on “stem”. A stemming algorithm
reduces the words “fishing”, “fished”, and “fisher” to the root word, “fish”. On the otherhand, “argue”, “argued”,

“argues”, “arguing”, and “argus” reduce to the stem “argu” (illustrating the case where the stem is not itself a word or
root). It is widely adopted in Information Retrieval systems to improve performance.

Bloom Filter
Bloom filter is a kind of data structure with very high space efficiency. It makes use of the m-bit array to represent a
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collection, and can determine whether an element belongs to the collection. It is initially set to 0 in all positions and for a
givenset S ={al, a2, ..., an}, use | independent hash functions from H = {hi | hi : S— m, 1 <i <I}to insert an element a
€S into the Bloom filter by setting the positions to be 1. To check whether an element q is in S, feed it to each of the |
hash functions to get | array positions. If the bit at any position is 0, q /€S; otherwise, either g €S or q yields a false
positive [5].

Locality-Sensitive Hashing (LSH)

LSH is an algorithm for solving the approximate or exact Near Neighbor Search in high dimensional spaces. LSH hashes
input items so that similar items are mapped to the same buckets with high probability. A hash function family H is (r1,
r2, pl, p2)- sensitive if any two points x, y and satisfy:

Ifd(x, y) <rl; Pr[h(x) = h(y)] = p1 (1)

Ifd(x, y) > r2; Pr [h(x) = h(y)] <£p2 (2)

Where d(x, y) is the distance between the point x and the point y [6].
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Fig. 1 System Architecture [1]

In multi-owner and multi-user cloud computing model, four entities are involved, as shown in system
architecture they are data owners, the cloud server, administration server, and data users. In multi-owner and multi-user
cloud computing model, four entities are involved, as shown in system architecture they are data owners, the cloud
server, administration server, and data users. Data owners have a collection of files F. To enable efficient search
operations on these files which will be encrypted, data owners first build a secure searchable index | on the keyword set
W extracted from F, then they submit | to the administration server. Finally, data owners encrypt their files F and
outsource the corresponding encrypted files C to the cloud server. Upon receiving |, the administration server re-encrypts
| for the authenticated data owners and outsources the re-encrypted index to the cloud server. Once a data user wants to
search keywords over these encrypted files stored on the cloud server, he first computes the corresponding trapdoors and
submits them to the administration server. Once the data user is authenticated by the administration server, the
administration server will further re-encrypt the trapdoors and submit them to the cloud server. Upon receiving the
trapdoor T, the cloud server searches the encrypted index | of each data owner and returns the corresponding set of
encrypted files.

Modules and Results
Data Owner Module
In this module, the data owners should be able to upload the files. The files are encrypted before the files are uploaded to
the cloud. The data owners are provided an option to enter the keywords for the file that are uploaded to the server. These
keywords are used for the indexing purpose which helps the search return values very quickly. The data owners will also
be provided with a request approval screen so they are able to approve or reject the request that are received by the data
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users. The data owners should be able to upload the files. The files are encrypted before the files are uploaded to the
cloud. The file before upload will have to be encrypted with a key so that the data users cannot just download it without
this key. This key will be requested by the data users through the trap-door. The encryption of these files uses SHA
algorithm so that unauthorized users will not be able to download these files.

| Cloud User/Owner Screen o 5

PRIVACY PRESERVING RANKED MULTI-KEYWORD SEARCH FOR MULTIPLE
DATA OWNERS IN CLOUD COMPUTING
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Fig. 4 File Upload

Data User Module

Data users are users on this system, who will be able to download files from the cloud server that are uploaded by the
data owners. Since the files stored on the cloud server could be in huge numbers, there is a search facility provided to the
user. Once, the result appears for the specific search, these users should be able to send a request to the respective data
owners of the file through the system (also called trap-door request) for downloading these files. The data users will also
be provided a request approval screen, where it will notify if the data owner has accepted or rejected the request. If the
request has been approved, the users should be able to download the decrypted file.
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Fig. 6 Result

Cloud Server
Cloud Server will stored encrypted documents and re-encrypted index. User will send search request to the admin server.
Admin server will encrypt that keyword and trapdoor will get generate. Cloud server will search the documents using

that trapdoor and display top k results to the user using ranking algorithm. This module also takes care of creating an
index for faster search.
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Fig. 5 Cloud Server

Conclusion:-

Fuzzy keyword search over encrypted cloud data for multiple data owner construct a variety of security requirements.
From various multi-keyword concepts, we developed the efficient principle of similarity matching. Multiple-keyword
ranked search schemes enable authenticated data users to achieve secure, convenient, and efficient searches over multiple
data owners data. To efficiently authenticate data users and detect attackers who steal the secret key and perform illegal
searches, and a new data user authentication protocol. To enable the cloud server to perform secure search among
multiple owners data encrypted with different secret keys, systematically construct a novel secure search protocol. To
rank the search result and preserve the privacy of relevance scores between keywords and files, a novel Additive Order
and Privacy Preserving Function family. This approach is computationally efficient, even for large data and keyword
sets.
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